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Subject: Latest version of NISTIR and other documents for PQC
Date: Tuesday, January 12, 2016 9:02:10 AM
Attachments: Topics for CFA-edited YKL.docx
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The latest version of the PQC NISTIR (with comments from NSA and Donna) is attached.   Also the
current Call For Proposals, as well as a list of topics to be addressed in the Call for Proposals.
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1. [bookmark: _GoBack]Submission requirements

1.1. Target Security Definitions

1.1.1. Definitely want proposals for IND-CCA2 encryption and EUF-CMA signature

1.1.2.  Do we want to consider other target security definitions (e.g. CK for IAKE)?

1.1.3.  Note that we are not requiring security proofs

1.2. Parameter sets

1.2.1.  Target security levels (eg. 128 bits classical security/ 64, 80, 96, 128 bits quantum security)

1.2.1.1. How many security levels do we want?

1.2.1.2. Since submissions will likely call our block ciphers and hash functions, do we want to explicitly give security levels for quantum collision resistance, preimage resistance, key security etc. of approved block ciphers and hash functions?	Comment by Perlner, Ray: FWIW I would rate quantum collision resistance for SHA256 at 80 bits and for SHA384 at 128 bits of security. 

(This is actually based on the classical algorithms, since they parallelize better than would be expected for a quantum algorithm. See http://cr.yp.to/hash/collisioncost-20090517.pdf )

1.3. Specification/Code

1.3.1. How specific do we want to be about API?

1.3.1.1. Calling approved symmetric primitives (probably want to specify that inputs and outputs of block ciphers and hash functions should be byte strings.)

1.3.1.2. Random values – Do we want submitters to treat these as explicit inputs?

1.3.2. Ask submitters to provide test suites, to check that the code runs correctly?

1.3.3. Optionally, ask for constant-time implementations, for resistance to side-channel attacks?

1.4. Patent Statements

2. Evaluation Criteria

2.1. Performance metrics

2.1.1. Key sizes

2.1.2. Time to perform operations: key gen, encrypt, decrypt, sign, verify, etc.

2.2. Quantum/Classical algorithm complexity definition

2.2.1. How do we deal with parallelism?	Comment by Perlner, Ray: I propose the following definition of s bits of quantum resistance: 

An attacker doing parallel processing on p*128 qubits requires serial time complexity greater than or equal to 2^s/ sqrt(p) AES operations for any p.

We might want to express some flexibility regarding ignoring absurdly parallel or absurdly serial attacks (e.g. attacks where either  time depth or number of qubits exceeds 2^100)

2.2.2. How about attacks on multiple keys (e.g. the Logjam attack, getting many DH keys for the price of one, or attacks against unsalted hashed password files)?

2.2.3. How many chosen ciphertext queries should we realistically be worried about?

2.3. Things that are harder to measure but improve confidence

2.3.1. Security Proofs

2.3.2. Stability of best-known-attack complexity

2.3.3. Quantity of prior cryptanalysis (discourage submitters from revising their proposals while under evaluation)

2.4. Practical deployment

2.4.1. Ease of implementation (e.g., setting parameters, not leaking information through side channels)

2.4.2. Ease of use (e.g., is it a drop-in replacement, does it fit nicely into existing protocols)

2.4.3. Misuse-resistance (e.g., does it let you shoot yourself in the foot by accident)

3. Standards Development Process

3.1. Timeline?

3.1.1. This is the first round of an ongoing process, not a one-time deal

3.1.2. Selection based on public consensus, not a competition
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Announcing Request for Proposals for Quantum-Resistant Cryptographic Algorithms



AGENCY:  National Institute of Standards and Technology, Commerce.	Comment by Shu-jen Chang: The NIST Counsel “requires” two spaces here.



ACTION:  Notice and request for nominations for Quantum-Resistant Cryptographic Algorithms (QRCA).	Comment by Shu-jen Chang: Is it desirable to provide an acronym for the long name?



SUMMARY:  This notice solicits nominations from any interested party for quantum-resistant cryptographic algorithms to be considered for new public-key cryptographic standards that will be secure against quantum computation.  It addresses the nomination requirements and the minimum acceptability requirements of a ‘‘complete and proper’’ candidate algorithm submission.  The evaluation criteria that will be used to appraise the candidate algorithms are also described.	Comment by Shu-jen Chang: The NIST Counsel “requires” two spaces between sentences, so you probably need to go through the document and make the necessary changes.

On the matter of formatting, they also want double spacing, but you can wait until you have a finalized version. They also prefer a short summary, in one paragraph if possible.

I can send you a finalized and Counsel-approved FRN for your reference.	Comment by Shu-jen Chang: For the hash competition, we published an FRN just to discuss the evaluation criteria. When this was settled ten months later, we then issued an FRN to call for candidate nomination. I wonder if you want to do that as well.



DATES:  Candidate nomination packages must be received by DATE. Further details are available in Section X.



ADDRESSES: Candidate algorithm submission packages should be sent to: XXX, Information Technology Laboratory, Attention: Quantum-Resistant Cryptographic Algorithm Submissions, 100 Bureau Drive – Stop 8930, National Institute of Standards and Technology, Gaithersburg, MD 20899–8930.

FOR FURTHER INFORMATION CONTACT: For general information, send e-mail to XXX@nist.gov.  For questions related to a specific submission package, contact XXX, National Institute of Standards and Technology, 100 Bureau Drive – Stop 8930, Gaithersburg, MD 20899–8930; telephone: 301–975–XXX or via fax at 301–975–8670, e-mail: XXX@nist.gov.



SUPPLEMENTARY INFORMATION:  This notice contains the following sections:



1. Background

2. Requirements for Candidate Algorithm Submission Packages

2.A Cover Sheet 

2.B Algorithm Specifications and Supporting Documentation

2.C Optical Media 

2.D Intellectual Property Statements / Agreements / Disclosures

2.E General Submission Requirements 

2.F Technical Contacts and Additional Information

3. Minimum Acceptability Requirements

4. Evaluation Criteria

5. Plans for the Candidate Evaluation Process	Comment by Shu-jen Chang: Don’t you want to address this a bit?

6. Miscellaneous	Comment by Shu-jen Chang: If needed.

Authority:  This work is being initiated pursuant to NIST’s responsibilities under the Federal Information Security Management Act (FISMA) of 2002, Public Law 107–347.



1. Background





I THINK WE CAN PASTE STEPHEN’S WRITEUP (VERBATIM) HERE.



It is unclear when scalable quantum computers will be available.  However, as of 2015, a number of researchers working on building a quantum computer have estimated that it is likely that a quantum computer capable of breaking RSA-2048 in a matter of hours could be built by 2030 for a budget of about a billion dollars.  This estimate, if correct, is a matter of great concern for the security of existing information systems, since almost all of them use the affected public-key algorithms for secure communication. ALSO INCLUDE DISCRETE LOGS AND KEY-EXCHANGE?



Interest in the areas of quantum computing and quantum-resistant cryptography has recently increased, due to milestones in the development of quantum computing hardware and the NSA’s recent changes to its Suite B guidance. This provides an opportunity for engagement with the research community that may not come again before practical quantum computing is truly imminent. As such, NIST needs to begin preparing for the transition to quantum-resistant cryptographic standards now. This will require significant resources to analyze proposed schemes, and will require significant public engagement to assure trust in the algorithms NIST chooses to standardize. 



NIST envisions a five-year process starting soon and ending with a NIST proposal of a standard for quantum-resistant cryptographic algorithms. We believe the transition to the new algorithms must start soon after this five-year period. 	Comment by Shu-jen Chang: You may want to elaborate a bit about NIST’s process and plan. It need not be long, but the process should be clearly described.

Also, if you are saying that by the end of the fifth year, we will have a new quantum-resistant PKC Standard, then that may be a bit too optimistic.



2.	Requirements for Candidate Algorithm Submission Packages



Candidate algorithm nomination packages must be received by XXX. Submission packages received before XXX will be reviewed for completeness by NIST; the submitters will be notified of any deficiencies by XXX, allowing time for deficient packages to be amended by the submission deadline. No amendments to packages will be permitted after the submission deadline. Requests for the withdrawal of submission packages will only be honored until the submission deadline.



Due to the specific requirements of the submission package such as Intellectual Property Statements / Agreements / Disclosures as specified in section XXX e-mail submissions will not be accepted for these statements or for the initial submission package. However, e-mail submissions of amendments to the initial submission package will be allowed prior to the submission deadline.



‘‘Complete and proper’’ submission packages received in response to this notice will be posted at http:// www.nist.gov/  for inspection. To be considered as a ‘‘complete’’ submission, packages must contain the following (as described in detail below):



•	Cover Sheet.

•	Algorithm Specifications and Supporting Documentation.

•	Optical Media.

•	Intellectual Property Statements/ Agreements/Disclosures.

•	General Submission Requirements.



Each of these items is discussed in detail below.



2.A	Cover Sheet



A cover sheet shall contain the following information:

•	Name of the submitted algorithm.

•	Principal submitter’s name, e-mail address, telephone, fax, organization, and postal address.

•	Name(s) of auxiliary submitter(s).

•	Name of the algorithm inventor(s)/ developer(s).

•	Name of the owner, if any, of the algorithm. (normally expected to be the same as the submitter).

•	Signature of the submitter.

•	(optional) Backup point of contact (with telephone, fax, postal address, e- mail address).



2.B	Algorithm Specifications and Supporting Documentation



2.B.1 A complete written specification of the algorithms shall be included, consisting of all necessary mathematical operations, equations, tables, diagrams, and parameters that are needed to implement the algorithms.  The document shall include design rationale and an explanation for all the important design decisions that are made.  It should also include:

1) a survey of known work on the cryptosystem;

2) a preliminary security analysis (including any security reduction proofs or intractability argument from complexity theory?);	Comment by Moody, Dustin: Add 4) survey known work on the cryptosystem.

SJ – I added your item, but please arrange the bullets in the order that makes most sense, preferably with security-related bullets ahead of the performance-related bullet.

3) a precise security claim against quantum computation; and

4) a performance analysis.



2.B.2   In addition, each submission package is required to include Known Answer Test (KAT) and Monte Carlo Test (MCT) values, which can be used to determine the correctness of an implementation of the candidate algorithm. The KATs are individual input tuples that produce single output values, e.g., an input tuple of a key and plaintext resulting in an output of the corresponding ciphertext. Separate KATs should be provided to exercise different aspects of the algorithm, e.g., key generation, encryption, decryption, sign, verify, etc.  The MCT is used to repeatedly exercise the algorithm. This is typically accomplished by providing a single input and using the output of the algorithm to generate subsequent input values.  	Comment by Bassham, Lawrence E: May want to point them to some of the validation documents from the CAVS program for samples.





2.C	Implementations	Comment by Bassham, Lawrence E: Changed this from “Reference Implementation” to “Implementations”



LARRY BASSHAM?

Two implementations are required in the submission package: a reference implementation and an optimized implementation. The goal of reference implementation is to promote understanding of how the candidate algorithm may be implemented. Since this implementation is intended for reference purposes, clarity in programming is more important than efficiency.  This implementation shall consist of source code written in ANSI C; appropriate comments should be included in the code, and the code should clearly map to the algorithm description. The optimized implementation targeting the Intel x64 processor (a 64-bit implementation) is intended to demonstrate the performance of the algorithm. 

The reference implementation shall be capable of fully demonstrating the operation of the candidate algorithm. The reference implementation shall support all core features of the algorithm, e.g., key generation, public key validation, digital signature generation, digital signature validation. 

A separate document specifying a set of cryptographic service calls, namely a cryptographic API, for the ANSI C implementations, shall be provided. Both the reference implementation and the optimized implementation shall adhere to the provided API. Separate source code for implementing the KATs and MCT shall also be included and shall adhere to the provided API. 

NIST Reference Platform: Intel x64 running Windows or Linux and supporting the GCC compiler (version 5.1).	Comment by Bassham, Lawrence E: Not sure if I want to put this version number on it.

2.C.5  General Requirements for Optical Media



For the portions of the submissions that may be provided electronically, the information shall be provided on a single CD-ROM or DVD using the ISO 9660 format. This disc shall have the following structure:



• \README

• \Reference Implementation

• \Optimized_32 bit

• \Optimized_64 bit

• \KA T_MCT

• \Supporting Documentation



The “README” file shall list all files that are included on this disc with a brief description of each.



All optical media presented to NIST must be free of viruses or other malicious code. The submitted media will be scanned for the presence of such code. If malicious code is found, NIST will notify the submitter and ask that a clean version of the optical media be re-submitted.



NIST will define a set of cryptographic service calls for the ANSI C implementations. These calls will be used by the NIST test software to make appropriate calls to the optimized and reference implementations, so that the test software does not have to be rewritten for each submitted algorithm. Therefore, both the optimized and reference implementations are required to conform to these specific calls. The implementations shall be supplied in source code so that NIST can compile and link them appropriately with the test software. The two selected sets of required calls will be available at the following location: <http://www.nist.gov/hash-competition>. NIST intends to make these available within three months after publication of this notice.





2.D	Intellectual Property Statements/ Agreements/Disclosures



Each submitted algorithm must be available worldwide on a royalty free basis during the period of the hash function competition. In order to ensure this and minimize any intellectual property issues, the following series of signed statements are required for a submission to be considered complete: 1) Statement by the Submitter, 2) Statement by Patent (and Patent Application) Owner(s) (if applicable), and 3) Statement by Reference/Optimized Implementations' Owner(s). Note that for the last two statements, separate statements must be completed if multiple individuals are involved.

2.D.1 Statement by the Submitter

I, _____ (print submitter’s full name) _____ do hereby declare that, to the best of my knowledge, the practice of the algorithm, reference implementation, and optimized implementations that I have submitted, known as ____ (print name of algorithm)____, may be covered by the following U.S. and/or foreign patents: _____ (describe and enumerate or state “none” if appropriate)_____ .

I do hereby declare that I am aware of no patent applications that may cover the practice of my submitted algorithm, reference implementation or optimized implementations. – OR – I do hereby declare that the following pending patent applications may cover the practice of my submitted algorithm, reference implementation or optimized implementations: _____ (describe and enumerate) ______.

I do hereby understand that my submitted algorithm may not be selected for inclusion in the Secure Hash Standard. I also understand and agree that after the close of the submission period, my submission may not be withdrawn from public consideration for SHA-3. I further understand that I will not receive financial compensation from the U.S. Government for my submission. I certify that, to the best of my knowledge, I have fully disclosed all patents and patent applications relating to my algorithm. I also understand that the U.S. Government may, during the course of the lifetime of the SHS or during the FIPS public review process, modify the algorithm’s specifications (e.g., to protect against a newly discovered vulnerability). Should my submission be selected for SHA-3, I hereby agree not to place any restrictions on the use of the algorithm, intending it to be available on a worldwide, non-exclusive, royalty-free basis.

I do hereby agree to provide the statements required by Sections 2.D.2 and 2.D.3, below, for any patent or patent application identified to cover the practice of my algorithm, reference implementation or optimized implementations and the right to use such implementations for the purposes of the SHA-3 evaluation process.

I understand that NIST will announce the selected algorithm(s) and proceed to publish the draft FIPS for public comment. If my algorithm (or the derived algorithm) is not selected for SHA-3 (including those that are not selected for the second round of public evaluation), I understand that all rights, including use rights of the reference and optimized implementations, revert back to the submitter (and other owner[s], as appropriate). Additionally, should the U.S. Government not select my algorithm for SHA-3 at the time NIST ends the competition, all rights revert to the submitter (and other owner[s] as appropriate).

Signed:

Title: 

Dated: 

Place:



2.D.2 Statement by Patent (and Patent Application) Owner(s)

If there are any patents (or patent applications) identified by the submitter, including those held by the submitter, the following statement must be signed by each and every owner of the patent and patent applications above identified.

I, _____ (print full name) _____ , of _____(print full postal address)______ , am the owner or authorized representative of the owner (print full name, if different than the signer) of the following patent(s) and or patent application(s): ______ (enumerate) ______ , and do hereby agree to grant to any interested party if the algorithm known as _____(print name of algorithm) _______ is selected for SHA-3, an irrevocable nonexclusive royalty-free license to practice the referenced algorithm, reference implementation or the optimized implementations. Furthermore, I agree to grant the same rights in any other patent application or patent granted to me or my company that may be necessary for the practice of the referenced algorithm, reference implementation, or the optimized implementations.

Signed:

Title: 

Dated: 

Place:



Note that the U.S. government may conduct research as may be appropriate to verify the availability of the submission on a royalty free basis worldwide.

2.D.3 Statement by Reference/Optimized Implementations’ Owner(s)

The following must also be included:

I, _____ (print full name) _____ , am the owner of the submitted reference implementation and optimized implementations and hereby grant the U.S. Government and any interested party the right to use such implementations for the purposes of the SHA-3 evaluation process, notwithstanding that the implementations may be copyrighted.

Signed:

Title: 

Dated: 

Place:





2.E	General Submission Requirements



NIST welcomes both domestic and international submissions; however, in order to facilitate analysis and evaluation, it is required that the submission packages be in English. This requirement includes the cover sheet, algorithm specification and supporting documentation, source code, and intellectual property information. Any required information that is submitted in a language other than English shall render the submission package ‘‘incomplete.’’ Optional supporting materials (e.g., journal articles) in another language may be submitted.



Classified and/or proprietary submissions will not be accepted.



2.F	Technical Contacts and Additional Information



For technical inquiries, send e-mail to XXX@nist.gov, or contact XXX, National Institute of Standards and Technology, 100 Bureau Drive—Stop XXX, Gaithersburg, MD 20899–XXX;  telephone: 301–975–XXX or via fax at 301–975–8670, e-mail: XXX



3. Minimum Acceptability Requirements



Those packages that are deemed to be ‘‘complete’’ will be evaluated for the inclusion of a ‘‘proper’’ candidate algorithm. To be considered as a ‘‘proper’’ candidate algorithm submission (and continue further in the SHA–3 Development Process), candidate algorithms shall meet the following minimum acceptability requirements:



i.	The algorithms shall be publicly disclosed and available worldwide without royalties or any intellectual property restrictions.

ii.	The algorithms shall be implementable in a wide range of hardware and software platforms.





4. Evaluation Criteria



NIST will form an internal selection panel composed of NIST employees to analyze the candidate algorithms. All of NIST’s analysis results will be made publicly available.



Although NIST will be performing its own analyses of the candidate algorithms, NIST strongly encourages public evaluation and publication of the results. NIST will take into account its own analysis, as well as the public comments that are received in response to the posting of the ‘‘complete and proper’’ submissions, to make its decisions.



This is not a competition with NIST as judge. We see our role as managing a process of achieving community consensus in a transparent and timely manner. We do not expect to “pick a winner”. Ideally, several algorithms will emerge as “good choices”. We may pick more than one of these for standardization.





5. Plans for the Candidate Evaluation Process



6. Miscellaneous [Optional]





Appreciation



NIST extends its appreciation to all submitters and those providing public comments during the SHA-3 development process.







Dated: xxx
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Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and Technology (NIST) promotes the U.S. economy and public welfare by providing technical leadership for the Nation’s measurement and standards infrastructure. ITL develops tests, test methods, reference data, proof of concept implementations, and technical analyses to advance the development and productive use of information technology. ITL’s responsibilities include the development of management, administrative, technical, and physical standards and guidelines for the cost-effective security and privacy of other than national security-related information in federal information systems.



Abstract

In recent years, there has been a substantial amount of research on quantum computers – machines that exploit quantum mechanical phenomena to solve problems that are difficult or intractable for conventional computers. If large-scale quantum computers are ever built, they will be able to break the existing infrastructure of public-key cryptography. The focus of post-quantum cryptography is to identify candidate quantum-resistant systems that are secure against both quantum and classical computers, as well as the impact that such post-quantum algorithms will have on current protocols and security infrastructures.  This Internal Report shares the National Institute of Standards and Technology (NIST)’s current understanding about the status of quantum computing and post-quantum cryptography. Historically, it has taken almost 20 years to deploy our modern public key cryptography infrastructure.  It will take significant effort to ensure a smooth and secure migration from the current widely used cryptosystems to their quantum computing resistant counterparts. The Report also outlines NIST’s initial plan to move forward.	Comment by Moody, Dustin: Donna: Perhaps change to “cryptographic systems”	Comment by Moody, Dustin: Donna suggested we add in some lines (the call to action) from Section 1.  She wants agencies to be thinking about crypto-agility.
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1. [bookmark: _Toc435791078][bookmark: _Hlt58649561]Introduction

[bookmark: _Toc333238420][bookmark: _Toc333328609][bookmark: _Hlt58649569]In the last three decades, public key cryptography has become an indispensable component of our global communication networks. These networks support a plethora of applications that are important to our economy, our security, and our way of life: mobile phones, internet commerce, social networks, cloud computing. In such a connected world, the ability of individuals, businesses and governments to communicate securely is of the utmost importance.	Comment by Moody, Dustin: Donna: change networks to digital infrastructure?

Many of our most crucial communication protocols rely principally on three core cryptographic functionalities: public key encryption, digital signatures, and key exchange. Currently, these functionalities are primarily implemented using Diffie-Hellman key exchange, the RSA cryptosystem, and elliptic-curve cryptosystems. The security of these depends on the difficulty of certain number theoretic problems such as Integer Factorization or the Discrete Log Problem over various groups. 

In 1994, Peter Shor of Bell Laboratories showed that quantum computers, a new technology leveraging the physical properties of matter and energy to perform calculations, can efficiently solve each of these problems, thereby rendering all public key cryptosystems based on such assumptions impotent. Thus a sufficiently powerful quantum computer will put many forms of modern communication--- from key exchange to encryption to digital authentication--- in peril.

The discovery that these quantum period finding techniques could be utilized to solve certain problems faster than on classical computers naturally inspires great interest in quantum computing. Is quantum complexity fundamentally different from classical complexity? When will large scale quantum computers be built? Is there a way to resist both a quantum and a classical computing cryptographic adversary?  Researchers are working on these questions.

In the twenty years since Shor's discovery, the theory of quantum algorithms has developed significantly. In addition to generalizations of Shor's technique solving hidden subgroup problems for (usually) Abelian groups, Grover's search algorithm proffers a quadratic speedup on search problems. While such a speedup does not render cryptographic technologies obsolete, it can have the effect of requiring larger key sizes, even in the symmetric key case. It is not known how far these quantum advantages can be pushed, nor how wide is the gap between feasibility in the classical and quantum models.

The question of when a large scale quantum computer will be built is a complicated and contentious one. While in the past it was less clear that large quantum computers are a physical possibility, many scientists now believe it to be merely a significant engineering challenge. Some engineers even predict that within the next 20 or so years sufficiently large quantum computers will be built to break essentially all public key schemes currently in use [1]. Historically, it has taken almost 20 years to deploy our modern public key cryptography infrastructure.  It will take significant effort to ensure a smooth and secure migration from the current widely used cryptosystems to their quantum computing resistant counterparts.  Therefore, regardless of whether we can estimate the exact time of the arrival of the quantum computing era, we must begin now to prepare our information security systems to be able to resist quantum computing. 	Comment by Moody, Dustin: Donna:  Here could be good place to add sentences about having a migration path for the future.  (possibly in the abstract as well) We want agencies to deploy crypto in a way that they’ll be able to use PQC.

A large international community has emerged to address the issue of information security in a quantum computing future, in the hope that our public key infrastructure may remain intact by utilizing new quantum-resistant primitives. In the academic world, this new science bears the moniker “Post-Quantum Cryptography.” This is an active area of research, with its own conference series, PQCRYPTO, which started in 2006; the 7th PQCRYPTO conference will be held in 2016. It has received substantial support from national funding agencies, most notably in Europe and Japan, through the EU projects PQCRYPTO and SAFECRYPTO, and the CREST Crypto-Math project in Japan. 	Comment by Moody, Dustin: Donna:  Does include QKD as well?

These efforts have led to advances in fundamental research, paving the way for the deployment of post-quantum cryptosystems in the real world. In the past few years, industry and standards organizations have started their own activities in this field: since 2013, the European Telecommunications Standards Institute (ETSI) has held three “Quantum-Safe Cryptography" workshops, and in 2015, NIST held a workshop on “Cybersecurity in a Post-Quantum World,” which was attended by over 140 people.

NIST has a unique role to play in standardizing post-quantum cryptography, as part of its broader responsibility for the development of standards and guidelines for the protection of non-national security federal information systems. Many NIST standards, such as the Advanced Encryption Standard (AES), have been developed with broad participation from academia and industry, and have been widely adopted because they are effective solutions, thus helping to protect US information and information systems. NIST standardization of post-quantum cryptography will likely provide similar benefits. 	Comment by Moody, Dustin: To make it more clear for agencies – say explicitly what the impact is for AES, SHA, RSA, etc.  What needs to change for them and when.

Ask Ed Roebach to be external reader



Considering all of these sources, it is clear that the effort to develop quantum-resistant technologies is intensifying. Equally clear is the urgency, implied by these investments, of the need for standardizing new post-quantum public key cryptography. It is critical to engage with the community for NIST cryptographic standards to be endorsed by industry and other standards organizations around the world. This Internal Report shares NIST’s current understanding about the status of quantum computing and post-quantum cryptography. The Report also outlines our initial plan to move forward.
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[bookmark: _Toc173722481][bookmark: _Toc173722482][bookmark: _Toc173722484][bookmark: _Toc173722485][bookmark: _Toc173722486][bookmark: _Toc173722489][bookmark: _Toc173722490][bookmark: _Toc173722494][bookmark: _Toc173722495][bookmark: _Toc173722496][bookmark: _Toc173722497][bookmark: _Toc173722500][bookmark: _Toc173722501][bookmark: _Toc173722502][bookmark: _Toc173722503][bookmark: _Toc173722505][bookmark: _Toc173722283][bookmark: _Toc173722357][bookmark: _Toc173722506][bookmark: _Toc173722507][bookmark: _Toc173722509][bookmark: _Toc173722510][bookmark: _Toc173722511][bookmark: _Toc173722512][bookmark: _Toc173722513][bookmark: _Toc173722516][bookmark: _Toc173722517][bookmark: _Toc173722518][bookmark: _Toc173722519][bookmark: _Toc173722520][bookmark: _Toc173722521][bookmark: _Toc170129364][bookmark: _Toc170129365][bookmark: _Toc173722522][bookmark: _Toc170129371][bookmark: _Toc170129372]The most important uses of public-key cryptography today are for digital signatures, key agreement, and encryption.  As mentioned in the Introduction, the construction of a large-scale quantum computer would render insecure many of these public-key cryptosystems.  In particular, this includes those based on the difficulty of integer factorization, such as RSA, as well as ones based on the hardness of the discrete log problem.  In contrast, the impact on symmetric-key systems will not be as drastic.  Grover’s algorithm provides a quadratic speed up for quantum search algorithms in comparison with search algorithms on classical computers.  We don’t know that Grover’s algorithm will ever be practically relevant, but if it is, doubling the key size will be sufficient to preserve security. Furthermore, it has been shown that an exponential speed up for search algorithms is impossible, suggesting that symmetric algorithms and one-way functions should be usable in a quantum era [2].   	Comment by Moody, Dustin: Donna:  Make this more clear for novices.  Federal agencies might not understand this.	Comment by Moody, Dustin: Donna:  change to hash?

Consequently, the search for algorithms believed to be resistant to attacks from both classical and quantum computers has focused on public-key algorithms.  In this section, we briefly give an overview of the main families for which post-quantum primitives have been proposed.  These families include those based on lattices, codes, multivariate polynomials, as well as a handful of others.  For further information, see [3, 3.5].

Lattice-based cryptography – Cryptosystems based on lattice problems have received renewed interest, for a few reasons.  Some exciting new applications (such as fully homomorphic encryption, code obfuscation, and attribute-based encryption) have been constructed using lattice-based cryptography which had not been achieved previously.  Also, the security of some lattice-based systems are provably based on the worst case hardness of lattice problems, rather than the average case.  Most lattice-based key establishment algorithms are relatively simple, efficient, and highly parallelizable.  This is because they can be implemented using linear algebra modulo small integers.  	Comment by Moody, Dustin: Novice reading this sees no drawbacks to lattice-based.  

Donna: Need longer summaries?  	Comment by Moody, Dustin: Donna: do these terms need to be defined?

Code-based cryptography – In 1978, the McEliece cryptosystem was first proposed, and has not been broken since.  Since that time, there have been other similar systems based on error-correcting codes.  While quite efficient, most code-based primitives suffer from having very large key sizes.  Newer variants have introduced more structure into the codes in an attempt to reduce the key sizes, however the added structure has also led to successful attacks on some proposals.  

Multivariate polynomial cryptography – These schemes are based on the difficulty of solving systems of multivariate polynomials over finite fields.  Several multivariate cryptosystems have been proposed over the past few decades, with many having been broken [4].  The nature of multivariate schemes makes them much more suitable for constructing digital signature schemes than encryption.  

Hash-based signatures –Hash based signatures are digital signatures constructed using hash functions.  Their security, even against quantum attacks, is well understood.  One of their drawbacks is that they have a limited number of signatures which they can produce.  The number of signatures can be increased, even to the point of being effectively unlimited, but this also increases the signature size.  

Other - A variety of systems have been proposed which do not fall into the above families.  One such proposal is based on evaluating isogenies on supersingular elliptic curves.  While the discrete log problem on elliptic curves can be efficiently solved by Shor’s algorithm on a quantum computer, the isogeny problem on supersingular curves has no similar quantum attack known.  Like some other proposals, for example those based on the conjugacy search problem and related problems in braid groups, there has not been enough analysis to have much confidence in their security.



With the currently known algorithms, it seems improbable that any of them can serve as a drop-in replacement for what is in use today.  One challenge that will likely need to be overcome is that most of the quantum resistant algorithms have larger key sizes than the algorithms they will replace.  This may result in needing to change various internet protocols, such as the Transport Layer Security (TLS) protocol, or the Internet Key Exchange (IKE).  The ways in which this should be done must be carefully considered.  	Comment by Moody, Dustin: Too network-centric?

We note that none of the above proposals have been shown to guarantee security against all quantum attacks.  A new quantum algorithm may be discovered which breaks some of these schemes.  However, this is similar to the state today.  Although most public-key cryptosystems come with a security proof, these proofs are based on unproven assumptions.  Thus the lack of known attacks is used to justify the security of public-key cryptography currently in use.  Before any of the above algorithms could be recommended for use today, more analysis and scrutiny are needed. 	Comment by Moody, Dustin: NSA comment:  > In the final paragraph of the section, you discuss the possibility of a new quantum algorithm breaking any of the previously discussed systems. You then rightly point out that all of today's public-key systems come with security proofs that rely on unproven assumptions, so that the lack of known attacks is used to justify the security of today's systems. That all makes sense, but then you say that more analysis needs to be done before any of the PQ algorithms are recommended. That may be true, but I feel like you just argued against it. More to the point, it might be worth discussing when "the lack of known attacks" would become sufficient for us to recommend a PQ algorithm.
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Research into the feasibility of building large scale digital quantum computers began in earnest after Peter Shor’s 1994 discovery of a polynomial-time quantum algorithm for integer factorization [5]. At the time, it was unclear whether quantum computing would ever be a fundamentally scalable technology. Many leading experts suggested that quantum states were too fragile and subject to the accumulation of error for large scale quantum computation ever to be realized. This situation changed in the late 1990s with the development of quantum error correcting codes and threshold theorems [6]. These threshold theorems show that if the error rate per logical operation (“quantum gate”) in a quantum computer can be brought below a fixed threshold then arbitrarily long quantum computations can be carried out in a reliable and fault-tolerant manner by incorporating error-correction steps throughout the execution of the quantum computation [7].

Over the years, experimentalists have gradually developed improved hardware with ever lower error rates per quantum gate. Simultaneously, theorists have developed new quantum error correction procedures yielding higher fault-tolerance thresholds. Recently, some experiments using ion traps and superconducting circuits have demonstrated universal sets of quantum gates which are nominally below the highest theoretical fault-tolerance thresholds (around 1%) [8, 9]. This is a significant milestone, which has spurred increased investment from both government and industry. However, it is clear that substantial long-term efforts are needed to move from present day laboratory demonstrations involving one to ten qubits up to large scale quantum computers involving thousands of logical qubits encoded in perhaps hundreds of thousands of physical qubits.

In parallel to the development of general purpose digital quantum computers, there have been efforts to develop special purpose analog quantum computers, such as quantum annealers (e.g. the D-wave machine), analog quantum simulators, and boson sampling devices. Some of these devices have been scaled up to far larger numbers of qubits than digital quantum computers have. However, due to their specialized nature, these analog quantum devices are not believed to be of relevance to cryptanalysis. 

[bookmark: _Toc435791081]The Path Forward

The need for stronger cryptography is driven by advances in both classical and quantum computing technologies. To maintain security against classical attacks, NIST has already recommended transitions from key sizes that provide 80 bits of security, to key sizes that provide 112 or 128 bits of security [SP 800-131A]. To provide security against quantum attacks, NIST will have to facilitate a more difficult transition, to new post-quantum cryptosystems. 

It is unclear when scalable quantum computers will be available, however in the past year or so, researchers working on building a quantum computer have estimated that it is likely that a quantum computer capable of breaking RSA-2048 in a matter of hours could be built by 2030 for a budget of about a billion dollars [10].  This is a serious long-term threat to the cryptosystems currently standardized by NIST.

It is useful to compare the above predictions with the cost of breaking these cryptosystems using classical computers. Cryptosystems offering 80 bits of security or less, which were phased out in 2011-2013, are at the greatest risk: they can be broken now at a cost ranging from tens of thousands to hundreds of millions of dollars [11, 12, 13, 14]. Cryptosystems offering 112 bits of security are likely to remain secure for some time: they may be breakable for a budget of a billion dollars in 30-40 years[footnoteRef:1] (using classical computers).	Comment by Moody, Dustin: Donna:  Okay to add this? [1:  This is based on an extrapolation due to Moore’s law.  ] 


Thus, transitioning from 112 to 128 bits of security is perhaps less urgent than transitioning from existing cryptosystems to post-quantum cryptosystems. This post-quantum transition raises many fundamental challenges.

Previous transitions from weaker to stronger cryptography have been based on the bits-of-security paradigm, which measures the security of an algorithm based on the time-complexity of attacking it with a classical computer (e.g. an algorithm is said to have 128 bits of security if the difficulty of attacking it with a classical computer is comparable to the time and resources required to brute-force search for a 128-bit cryptographic key.) NIST SP 800-57 part 1 [SP800-57] classifies the algorithms standardized by NIST as of 2012 into 80, 112, 128, 192 and 256 bits of security. It further recommends that the 80-bit security level be phased out by 2014 and the 112-bit security level be phased out by 2031.

Unfortunately, the bits-of-security paradigm does not take into account the security of algorithms against quantum cryptanalysis, so it is inadequate to guide our transition to quantum-resistant cryptography. There is not yet a consensus view on what key lengths will provide acceptable levels of security against quantum attacks. For symmetric key systems, one simple heuristic is to double the key lengths to compensate for the quadratic speedup achieved by Grover’s algorithm. But this recommendation may be overly conservative, as quantum computing hardware will likely be more expensive to build than classical hardware. At the same time, this recommendation does not take into account the possibility of more sophisticated quantum attacks [15, 16]. Our understanding of quantum cryptanalysis remains rather limited, and more research in this area is urgently needed.

The development of standards for post-quantum cryptography will require significant resources to analyze candidate quantum-resistant schemes, and will require significant public engagement to assure trust in the algorithms NIST chooses to standardize. Interest in the areas of quantum computing and quantum-resistant cryptography has recently increased, due to milestones in the development of quantum computing hardware and the NSA’s recent changes to its Suite B guidance [17]. This provides an opportunity for engagement with the research community that may not come again before practical quantum computing is truly imminent. As such, NIST is beginning to prepare for the transition to quantum-resistant cryptography now. 	Comment by Moody, Dustin: NSA comment:  Consider whether referencing NSA's changes to Suite B helps or hurts your efforts.
	Comment by Moody, Dustin: Change to “is beginning”.  Make more proactive.  Similarly in other places.

NIST plans to take the following steps to initiate a standardization effort in post-quantum cryptography.  NIST plans to specify preliminary selection criteria for quantum-resistant public key cryptography standards. The criteria will include security and performance requirements. The draft criteria will be released for public comments in 2016. NIST plans to call for candidate proposals and recommendations. This will help focus the community’s efforts on the most promising candidates.	Comment by Moody, Dustin: NSA comment:  From the last two paragraphs the reader could come away with the impression that NIST is preparing to hold a competition as the way to choose which algorithms to include.  These two paragraphs are not clear 
on the process for selecting post-quantum schemes.  It says that "NIST plans to call for candidate proposals and recommendations." And that "unlike the AES and SHA-3 competitions, more than one scheme may be selected ..."  Will this be a competition similar to AES and SHA-3 except for this one difference?  Will the final selections be chosen 
from the candidate proposals? If not, then the comparison to the previous competitions should be dropped and the purpose of the call for candidate proposals should be clarified.
	Comment by Moody, Dustin: NSA comment:  It would be nice to describe a timeline or at least proposed steps that you will take (if you have that worked out). Perhaps something like thefollowing:
>Step 1:  NIST specifies preliminary selection criteria for Quantum Safe PK crypto standards.    Release date appears to be sometime in 2016.
>Step 2:  NIST calls for candidate proposals and recommendations.  (?)  When?
>Step 3: NIST hosts workshops and conferences (?)  When?
	Comment by Moody, Dustin: Is taking

Donna says it reads like we are doing a competition.  Need to detail it more.  She suggests make slides for PqCrypto, then re-write this to make it consistent with that.  

What are the top 3 things a reader should take away from this?  Should be clear.  	Comment by Moody, Dustin: Donna:  change to “is developing specifications”?
Change other “plans to” to “will”?	Comment by Moody, Dustin: Donna: What are the recommendations for?  Criteria?	Comment by Moody, Dustin: NSA comment: switch to technologies?

It is apparent that further intensive research on post-quantum cryptography schemes is needed, and new research results may affect the timeline and selection of specific post-quantum schemes at any time. Unlike in the AES and SHA-3 competitions, more than one scheme may be selected at different stages, based on the research, application needs, and community consensus. NIST will solicit contributions from academia, industry and application communities and collaborate with other standards organizations, periodically host workshops and conferences to discuss the progress and results, and timely report status and justifications on the next step plan. 	Comment by Moody, Dustin: NSA comment:  change "Unlike in the AES and SHA-3 competitions" to something like "Unlike in recent symmetric-cryptography standards such as AES and SHA-3" to avoid the impression that this will be a competition (unless that's what you're planning).





[bookmark: _Toc381094544][bookmark: _Toc435787641]References

		[1]

		M. Mosca, Cybersecurity in an era with quantum computers: will we be ready? IACR Cryptology ePrint Archive Report 2015/1075, 2015.  http://eprint.iacr.org/.



		[2]

		C. H. Bennett, E. Bernstein, G. Brassard, and U. Vazirani, Strengths and weaknesses of quantum computing, SIAM J. Comput., 26 (5), 1997, pp. 1510–1523.



		[3]



[3.5]	Comment by Moody, Dustin: Renumber

		European Telecommunications Standards Institute White Paper No. 8, Quantum Safe Cryptography and Security: An Introduction, Benefits, Enablers and Challenges, June 2015.

R. Perlner and D. Cooper, Quantum resistant public key cryptography: a survey, In Proc. of IDtrust, ACM, 2009, pp. 85-93.



		[4]

		V. Dubois, P. Fouque, A. Shamir and J. Stern, Practical cryptanalysis of SFLASH, Advances in Cryptology — CRYPTO 2007, Lecture Notes in Comput. Sci. 4622, Springer-Verlag, 2007, pp. 1–12.



		[5]

		P. Shor, Polynomial-Time Algorithms for Prime Factorization and Discrete Logarithms on a Quantum Computer, SIAM J. Comput., 26 (5), 1997, pp. 1484–1509.



		[6]

		J. Preskill, Reliable Quantum Computers, Proc. Roy. Soc. London A, 454, 1998, pp. 385–410.



		[7]

		D. Lidar, T. Brun, eds., Quantum Error Correction, Cambridge University Press, 2013.



		[8]

		R. Barends, J. Kelly, A. Megrant, A. Veitia, D. Sank, E. Jeffrey, Y. Chen, B. Chiaro, J. Mutus, C. Neil, Superconducting quantum circuits at the surface code threshold for fault tolerance, Nature 508 (7497), 2014, pp. 500–503.



		[9]

		T.P. Harty, D.T.C. Allcock, C.J. Balance, L. Guidoni, H.A. Janacek, N.M. Linke, D.N. Stacey, D.M. Lucas, High-Fidelity Preparation, Gates, Memory, and Readout of a Trapped-Ion Quantum Bit, Phys. Rev. Lett. 113 (22), 2014.  http://dx.doi.org/10.1103/PhysRevLett.113.220501.	Comment by Moody, Dustin: Get doi’s for all possible references.




		[SP 800-131A]

		NIST Special Publication (SP) 800-131A Revision 1, Transitions: Recommendation for Transitioning the Use of Cryptographic Algorithms and Key Lengths, National Institute of Standards and Technology, Gaithersburg, Maryland, November 2015, 23pp. http://csrc.nist.gov/publications/nistpubs/800-131A/sp800-131A.pdf.



		[10]

		M. Mariantoni, Building a Superconducting Quantum Computer, Invited Talk PQCrypto 2014, October 2014 Waterloo, Canada. https://www.youtube.com/watch?v=wWHAs--HA1c [accessed 11/15/2015].



		[11]

		A. Lenstra, E. Tromer, A. Shamir, W. Kortsmit, B. Dodson, J. Hughes, P. Leyland, Factoring Estimates for a 1024-bit RSA Modulus, Advances in Cryptology - ASIACRYPT 2003, Lecture Notes in Comput. Sci. 2894, Springer-Verlag, 2003, pp. 55–74. https://www.iacr.org/archive/asiacrypt2003/02_Session02/18_019/28940287.pdf.



		[12]

		M. Stevens, P. Karpman, T Peyrin, Freestart Collision on Full SHA-1, IACR Cryptology ePrint Archive 2015/967, 2015. http://eprint.iacr.org/.



		[13]

		J. Bos, M. Kaihara, T. Kleinjung, A. Lenstra, P. Montgomery, On the security of 1024-bit RSA and 160-bit Elliptic Curve Cryptography, IACR Cryptology ePrint Archive 2009/389, 2009. http://eprint.iacr.org/.



		[14]

		D. Adrian, K. Bhargavan, Z. Durumeric, P. Gaudry, M. Green, J. A. Halderman, N. Heninger, D. Springall, E. Thomé, L. Valenta, B. VanderSloot, E. Wustrow, S. Zanella-Béguelin, P. Zimmermann, Imperfect Forward Secrecy: How Diffie-Hellman Fails in Practice, in: Proceedings of the 22nd ACM Conference on Computer and Communications Security, Oct. 2015. https://weakdh.org/imperfect-forward-secrecy-ccs15.pdf.



		[SP 800-57]

		NIST Special Publication (SP) 800-57 Part 1 Revision 3, Recommendation for Key Management – Part 1: General, National Institute of Standards and Technology, Gaithersburg, Maryland, July 2012, 147pp. http://csrc.nist.gov/publications/nistpubs/800-57/sp800-57_part1_rev3_general.pdf [accessed 11/15/2015].



		[15]

		P. Campbell, M. Groves, D. Shepherd, Soliloquy: A Cautionary Tale, ETSI Workshop on Quantum-Safe Cryptography, 2014. https://docbox.etsi.org/workshop/2014/201410_CRYPTO/S07_Systems_and_Attacks/S07_Groves_Annex.pdf.



		[16]

		M. Kaplan, G. Leurent, A. Leverrier, M. Naya-Plasencia, Quantum Differential and Linear Cryptanalysis, arXiv preprint ArXiv: 1510.05836, 2015.



		[17]

		National Security Agency, Cryptography Today, report, August 2015. https://www.nsa.gov/ ia/programs/suiteb cryptography/  [accessed 8/19/2015].



		

		







19



6



image1.jpeg



image2.wmf




